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Abstract: An on-line signature verification system explaititemporal, local and
global information through score-level fusion isegented. Global information is
extracted with a feature-based representation andgnized by using Mahalanobis
distance Classifier. Temporal information is extealcas time functions of various
dynamic properties and recognized by using Dynahime Warping Model. Local
information is extracted by using Discrete RadoariBform and recognized by using
Dynamic Time Warping Model. Experimental result®e agiven on the SVC2004
database (40 signers, 1600 signatures) for randmhsldlled forgeries. It is shown that
the performance of all systems is improved whemgisinore signatures in the
enrollment. The three proposed systems are showivéocomplementary recognition
information which is successfully exploited usingpie-level fusion. The combining
strategy leads to 0,18 EER for skilled forgeriesl @107 for random forgeries in
comparison to the individual algorithms.

1. Introduction

The goal of biometrics is to infer the identity péople based on anatomical or
behavioral data (e.g., fingerprint, face, signatarevoice) [2]. The current interest in
biometrics is due to the increasing number of irntgoarapplications where an automatic
assessment of identity is crucial. Within biomegrion-line signature verification has
been an intense research area because of the aodildgal acceptance and widespread
use of the written signature as a personal autteitin method [4], and still is a
challenging problem. This is mainly due to the éaigtra-class variations and, when
considering forgeries, small inter-class variations

In order to increase the security of biometric sygt some approaches attempt to
reach a better performance by combination of varibiometric modalities. Such
multibiometric systems consist of several biomesabsystems for different modalities
(e.g. fingerprint and iris). In general a multibietric system is based on one of three
fusion levels, feature extraction level, matchicgre level or decision level [3]. In the
feature extraction level the information extractexim the different sensors are stored in
separate feature vectors. These feature vectorscandined to a joint feature vector,
which is the basis for the matching process. Ines@ases this results in a very high
dimensional joint feature vector. The fusion on chatg score level is based on the
combination of matching scores after the comparisbreference data and test data.
Additionally, matching scores of the different mbtias may be weighted. The fusion
results in a new matching score, which is the bfasislecision. With the fusion on the
decision level, each biometric subsystem invohsedampletely processed. Afterwards,
the individual decisions are combined to a finalisien, e.g. by Boolean operations [3].
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Fig. 1. Multi-Level Signature Verification System

Our system is based on biometric characteristiaanbf one modality (the on-line
signature) whereby different independent settlenpeateedings are consulted for the
verification. For this purpose the strategies @& thultibiometric fusion can be used
likewise. Our approach combines three distance wneaswithin a biometric system
and is based on the matching score level stratedysion on score level is represented
in fig. 1. In contrast to the multibiometric fusioour procedures involved use reference
data from the same sensor. The input data fothedlet algorithms are identical. They
consist of physical characteristics of the specimian-line signature over time. Each
approach uses its own feature extraction algorithm.

2. Three Approaches for modeling on-line signature

The temporal information subsystem is describedSection 2.1. The local
information subsystem is briefly explained in Sewti2.2. The global information
subsystem is declared in section 2.3.

2.1. System based on temporal information (DTW)The algorithm is based on
the string matching technique called Dynamic Timearthg OTW). In order to
distinguish between skilled forgeries and genuigeatures, a higher weight must be
assigned to the temporal information (pressuregdpbecause they are invisible, which
makes them much harder to imitate [1].

Preprocessing: A very simple although useful, preprocessing pdoce is to
perform position normalization. This is performeyd $ubtracting the mean x and y
coordinates of the signature from each individwahf) which is defined as follows:

x':x-@; (1)

.n_ yl
y’=y——z';]° : (2)

X, y —the originalx andy coordinates;x’, y — the transformed coordinates. (See the
effect of position normalization in fig. 2 below.)
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Fig. 2. Position normalization:
a — raw signaturel — signature after position normalization

Feature Extraction: the dx, dy, are used as features values, which contain the
horizontal and vertical velocity information, resfieely. Without resampling the
distance between two points in the signature isvadpnt to the speed. This is because
the signature is sampled at a constant rate. Theprassure signal is also used as a
feature value without any transformation. Duringttee extraction the feature values
are normalized using min-max normalization beforatahing these vectors. This is
because these features values have differenttdistins.

Matching: After the temporal features are extracted from signatures, these
signatures need to be compared to find a differenc@milarity measure between them.
To compute this difference the standard DTW alganits used [10]. For example to
find the matching distance between a temglassd an input is defined as follows:

D'(i, §) = (xp (i) =%, (i))?; 3)

D(i-1j-1)+D'(i,j)
D(i,j)=miny D(i-1j)+D'(i,j) }; 4)
D(i,j-1)+D'(i, )

Dist(7,7) = D(N;,N;), (%)

D'(i, j) — euclidean distance between naode the template signature and ngde the
input signature;D(i, j) — the distance until nodésandj between the two signatures;

Dist(7',1) — the distance between the two signatuxgsandN; — the number of points

in the template and input signatures, respectively.

This is a normalized distance by the number of pointsch sanature.

2.2. System based on local information (DTW).This subsystem uses the
Discrete Radon TransforrDRT) to extract local information from signatures. The
DRT is obtained when projections of the signature areutztd at equally distributed
angles between 0 and 180° [7].

Preprocessing: Firstly we remove all the zero-valued components fromhea
projection in order to insure shift invariance. Although @dimall the information in the
original signature is contained in the projections at anglesahge from 0 to 180°, the
projections at angles that range from 180 to 360° areiatdoded. These additional
projections are added, in order to ensure rotation invegigf].

Feature extraction: the DRT can be expressed as follows:
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=1

whereRj — the cumulative intensity of the pixels that lie withie ji beam;¥ — total
pixels in an imagew;j — the contribution of thé" pixel to thej™ beam-sumfj;j — the

intensity of thei™ pixel; N, — nonoverlapping beams per anghy; — number of total
angles.

Each column of the DRT represents a projection of teasure at a certain angle.
After these projections are processed and normalized, réprgsent an initial set of
feature vectors for the signature in question.

Matching: During enroliment, a number of reference signataresused for each
registered user and cross aligned to find the distaneesbpteach pair. In order to find
the distance between two signatures, we use the DTWitalgo which discussed in the
previous section 2.1. From these alignment scores wetk®rminimum score of all the
dissimilarity values as a reference distance.

A test signature is compared with each reference signddu the claimed user
using the DTW algorithm.

Then, the resulting distance is fused with other resultantndistafrom two
subsystems and used in classifying the signature asngemuforgery.

2.3. System based on global information (Mahalano§)j. Global information
can quickly increase performance by calculating simp&tufes about the overall
signature. For example, the duration of signatures is dé&griminating between
subjects [5].

Feature extraction: This subsystem calculates sixteen features representing the
overall signature; these features are displayed in tablédd .f8atures in Table 1 are
sorted by individual inter-user discriminative power [5].

Matching: Each client of the system or targktis represented by a statistical
model A :{HT,GT} where |y andoy denote mean and variance vectors respectively.

These are estimated by using an enrollment siéttrdining signature%o(Tl),...,o(Tk)} as

follows
_ K (k).
i = 3o )
_ K [ (k 2
or =L 3 oW -ur | )@

Similarity score between a parameterized test sigaao» and a claimed model
A ={u;,0;} is computed as Mahalanobis distance [5]

2
S(0,h7) :1/% . ) (9

3. Combining of three approaches information

Two theoretical frameworks for combining matcheithvapplication to biometric
verification are described in [11] and [12]. Moexent approaches are reviewed in [1].
It is now generally agreed that the weighted awerigga good way of combining the
similarity scores provided by the different systems
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Table 1
Set of global features considered in this work orded
by their individual discriminative power

Feature Description Comments
Signature total duratiofi T —time interval
N (pen-ups) N — number of pen ups
N (sign changes oflx/dt and dy/dt) N — number of sign changes
standard deviation i, ay — acceleration in the y direction
standard deviation afy vy — velocity in the y direction
N (local maxima irx) N — number of local maxima
standard deviation &, ay — acceleration in the x direction
standard deviation afy vx — velocity in the y direction
N (local maxima iry) N — number of local maxima
t (second pen down)Ti t — time instance
0 | Oxmav v — average velocity
(Two) 1 (Ymay — Ymin) Tw — total time duration of all pen downs
(Two) 1 (Xma» — Xmin)
Tw/ Ts
v vy ma
01 U may v — total velocity

In this work, a fixed fusion strategy based on #uen rule is used. Similarity
scores of the three approaches are normalizedréorzean and unit standard deviation
before fusion.

4. Experiments

4.1. Database and Experimental ProtocolNot many signature databases are
publicly available for research purposes [8]. A®sult, the common practice in on-line
signature verification research is to evaluate pheposed verification strategies on
small data sets acquired at individual researcloritbries. The First International
Signature Verification Competitiol8{/C) was organized in 2004 to provide a common
reference for system comparison on the same signatta [9]. Development corpus
(Task 2) in SVC2004 is used in the experiments. dindine signature data in this case
include not only position coordinates but also poes and pen angles at a sampling
frequency equal to 100 Hz. The corpus consists (bfsdts of signatures. Each set
contains 20 genuine signatures from one subjectfrekilled forgeries from five other
subjects. Five or ten training signatures randosejlected are used to construct a
signature model for each subject. For each useoy II® genuine signatures; it depends
on number of training signatures used; and 15eskifbrgeries are used for testing. In
case of random forgeries, one random genuine signdtom each of 15 different
subjects randomly selected is used as impostor. dAtaenever randomness was
involved, the same random sets are used for tlee hystems under study.

4.2. Results. Verification performance results in four common ndiions
(skilled/random forgeries for ten training signasirand skilled/random forgeries for
five training signatures) are given for the globthle local, the temporal, and their
combination through sum rule (table 2 and Fig. Bgrification performances of
individual and combined systems are carried outufmr-independent thresholds. It is
shown that the performance of all systems is impdowhen using more signatures in
the enroliment.
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Table 2
Verification performance on skilled and random forgeries for user
independent decision threshold

EER
) Five signatur Ten signature
Information skilled | random skilled random
forgeries
Temporal informatio 0,28 0,17 0,25 0,11
Local informatior 0,3 0,12 0,28 0,08
Global informatiol 0,26 0,18 0,18 0,12
Combinet 0,22 0,08 0,18 0,07
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Fig. 3. Verification performance on skilled and rardom forgeries
for user independent decision threshold:

a —for five signatures: — local SF (0,30);--- —temporal SF (0,28)% — global SR§);
+—sum SF (0,22)—— - local RF (0,12):----- — temporal RF (0,17% - global RF (0,19);
+— sum RF (0,09) —for ten signatures6) —— —local SF (0,28);------ — temgdSF (0,25);
+ — global SF (0,18)+ — sum SF (0,16)—— - local RF (0,09); === — temporal RELO;

+ — global RF (0,12 - sum RF (0,07)
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For example, when considering professional forgeaied 5 training signatures the
combined system leads to 0,22 EER while the contbistem leads to 0,18 EER
when 10 training signatures is used, so an impraseabtained when the number of
training signatures is increased. The three syssmshown to provide complementary
information for the verification task, which is welxploited using the sum rule. For
example, when considering professional forgeriesl &n training signatures the
combined system leads to 0,22 EER which is bettan bther results.

5. Conclusion

An on-line signature verification system based osidn of temporal, local and
global information of input signatures has beercdbed. Global information is based
on feature-based description of signatures anddbasecalculation of Mahalanobis
distance. Local and temporal information reliesrmadeling through Dynamic Time
Warping Model. Performance experiments are conduocte the SVC2004 database
comprising 1600 different signatures from 40 cdnttors.

Verification performance on random and skilled fmigs has been given for
global decision thresholds. It is showed that whesing more number of training
signatures it leads to improve the efficiency afleaystem. The three proposed systems
are shown to give complementary verification infatimn which has been exploited
with simple sum rule.

Future work includes exploiting the user-specifiecidion thresholds and using
other weighting rules like max and product.
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KomOnnupoBanue MeTo10B B Bepu(pHKAIINM HHTEPAKTHBHBIX MOAMHCEH
A.A. Adpania Anu, B.®. )Kupkos
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KuaroueBbie caoBa U (pa3bl. Bepuduxauus NOMNUCH; JUHAMHYIECKASL
TpaHcdopmanus BpeMeHH; KiaccudukaTop MaxanaHoOuca; Opor; CIUsHUE.

AHHoTauus:. Ipencrapnena cucteMa BepU(PHKAIMK HHTEPAKTUBHBIX MOAMUCEH
C MOMOIIBI0 BPEMCHHBIX, JIOKATBHBIX U [NIOOANBHBIX IaHHBIX ONarojaps CIUSHHUIO Ha
YPOBHE COMOCTAaBJICHUS 3HAaYcHWW. [00ajbHBIC JaHHBIC BBIJCICHBI  IyTEM
MpeacTaBicHus 00pas3a, OCHOBAHHOTO Ha INPHU3HAKAX, M PACIO3HAHBI C IMOMOIIBIO
kinaccuukaTopa paccrosHus MaxagaHoOnuca. BpeMeHHbIC JaHHBIC BBIICISIOTCS Kak
(YHKIMH BPEeMEHH PA3IUYHBIX JMHAMHYECKHX CBOMCTB M PACHO3HAIOTCS C MOMOIIBLIO
MOJIEJIA JAMHAMHYECKOW TpaHchopMmanuu BpeMeHH. JIOKaJabHbIC TaHHbBIC BBIICICHBI C
MTOMOIIBIO0 JHUCKPETHOTO Npeobpa3oBanus PamoHa W paciio3HaHbI C MOMOIIBIO MOJICITH
JMUHAMUYECKON TpaHcopMaliuu BpeMEHU. Pe3ynbTaThl IKCIIEPUMEHTOB JaHbl B 0a3e
naubeix  SVC2004 (40 unauBuayymoB, aaBumx noamucu, 1600 moamuceit) st
CIy4alHbIX M KBATU(UIMPOBAHHBIX MOAMCIOK. [loKka3aHO, YTO MPOM3BOJUTEIHHOCTD
BCEX CHCTEM YJYyYIAETCS MPU KCIOJIb30BAHUH OOJBIICTO0 KOIUYSCTBA MOJIKMCEH MpH
3alUCH WX B CHUCTeMY. TpH MpPEJIOKEHHBIX CHUCTEMBbI MOKA3aHBI IS MPEICTABICHHUS
JIOTIOJTHUTENBHON MH(GOPMAIMK O PACIO3HABAHHUH, KOTOPAsl YCIEUIHO MCIOIb3YeTCs CO
CIIMSIHUEM Ha YyPOBHE COIOCTaBJICHUS 3HadeHui.  CTpaTeruss KOMOMHHpPOBaHMS
MIPUBOJIUT K SKBHBAJICHTHOU ommOke, papHor 0,18 1t kBamuduImpoBaHHBIX TOICIOK
u 0,07 mist ciydaiiHbIX MOIEIO0K B CPABHCHHMH C YACTHBIMU aJITOPUTMAaMH.

Kombination von Methoden in der Verifikation
der interaktiven Signaturen

Zusammenfassung: Es ist das System der Verifikation der interaktive
Signaturen mit Hilfe der zeitlichen, lokalen unalghlen Angaben dank der Fusion auf
dem Niveau des Kennwertenvergleich dargelegt. Bsd® Globalangaben mit Hilfe
des Entfernungsklassierers von Mahalanobis ausdewal erkennt. Die zeitlichen
Angaben werden als Zeitfunktionen der verschiededgnamischen Eigenschaften
ausgewahlt und mit Hilfe des Modells der dynamiscBHeittransformation erkennt. Die
Lokalangaben sind mit Hilfe der diskreten RadonrABfarmation ausgewahlt und mit
Hilfe des Modells der dynamischen Zeittransfornmatierkennt. Die Ergebnisse der
Untersuchungen sind in der SVC2004-Datenbank (difvisuen, 1600 Signaturen) fur
die zufalligen und qualifizierten Falschungen arejem. Es ist gezeigt, dall die
Produktivitat aller Systeme bei der Benutzung mefhreSignaturenzahl bei dem
Eintragen ins System verbessert wird. Drei vorgesgnen Systeme sind fur die
Darlegung der Zuschlagsinformation tber Erkennutig, mit der Fusion auf dem
Niveau der Kennwertenvergleichung erfolgreich benutird, dargelegt. Die Strategie
der Kombination fiihrt zum &aquivalenten Fehler, fierdie qualifizierten Falschungen
0,18 gleich ist und fur die zuféalligen falschungen Vergleich mit den einzelnen
Algoriyhmen 0,07 gleich ist.
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Approches multiples combinées envers la vérificatio
des signatures On-Line

Résumé: Est présenté le systéme de vérification des digestinteractives a
'aide des données temporelles, locales et globgdase a la fusion au niveau de la
comparaison des valeurs. Les données globales estrgtites présentant une image
fondée sur les indices et reconnues a l'aide dassificateurs de la distance de
Mahalanobis. Les données temporelles sont extraid@sme fonctions de temps de
différentes propriétés dynamiques et reconnueaide’du modele de la transformation
dynamique du temps. Les données locales sont edrail'aide de la transformation
discréte Radon et reconnues a l'aide du modéleadeahsformation dynamique du
temps. Les résultats des expériments sont cités tamase de données SVC2004
(40 individus qui ont donné leurs signatures, 168inatures) pour les erreurs
occasionnelles et qualifiées. Est montré que ledesent de tous les systémes
s'améliore avec I'emploi d’un grand nombre de stgres lors de la composition du
systéme. Trois systémes proposés sont montréslaqnésentation de I'information
supplémentaire sur la reconnaissance qui est esaegc succes avec la fusion au
niveau de la comparaison des valeurs. La stratdgiéa combinaison aboutit a une

erreur équivalent égale a 0,18 pour les erreurdifiges et 0,07 pour les erreurs
occasionnelles en comparaison avec les algoritipaeiuliers.

ABTOpBI. Addanna Anu Axmed Aboenvpaxman — acuvpaHT Kadenpbl BEIYUCIH-
TEIHLHOW TEXHUKH (akysbreTa WHOOPMAIMOHHBIX TeXHOJOorul; Kupkxoe Bnaducnae
@Deodoposuy — KaHAUIAT TEXHUYECKUX HayK, mpodeccop Kadeapbl BEUHCIUTEIBHOM
TEXHUKH (PakynbTeTa HHPopManuoHHbIX TexHonoruit, FOY BIIO «BI'Y».

Peuensenr: Mypomuyes JImumpuii FOpvesuu — IOKTOp TEXHUYECKHX HAYK,
npocgeccop, 3aBeayroumii kadenpoit «KoHcTpyrpoBaHUE PagHO3ICKTPOHHBIX U MHKpO-
npoueccopHbix cuctem» 'OV BITO «TTTY».
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